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' Executive Summary

In the recent past, we have seen healthcare data breaches grow in both size and frequency. Patient medical records
are highly-valued in the black market. These records carry critical information that can be easily capitalised on and
be used for identity theft. Unlike stolen credit card details, healthcare information is highly sensitive and less likely to
be changed. For example, information such as identity card number, address, and emergency contacts cannot be
changed as wished. It is no doubt why healthcare industry with plethora of highly sensitive data, is susceptible to
cyber-attacks. What makes this even easier is how such records are not as well protected as financial records are.
Effective cyber security measures are therefore mission-critical in healthcare industry. Different types of
counter-measures may be required, but, Privileged Access Management (PAM) arguably would take precedence.

Privileged accounts are vulnerable to the double whammy of external cyber-attacks and potential perpetrators within
the enterprise — insiders. These accounts have constantly been targeted by malicious hackers because they hold the
key to access important and confidential databases, servers and systems which are dubbed “crown jewels” of every
organisation. Once inside the system, perpetrators will gain access to the heart of the enterprise with the intent to
cause harm to the organisation that includes damaged reputations, financial losses, and stolen intellectual property.
Hence, Privileged Access Management (PAM) solution, the core of cyber security, tackles this problem by managing
and securing the access to every organisation’s digital jewels.

As the saying goes, “for the lack of a nail, a kingdom was ultimately lost”, the adoption of PAM has largely been
sluggish — many companies still do not have appropriate measures in place for governing privileged access. Instead,
many adopt a reactionary approach and only seek remedies when their system has already been compromised.
Hence, the laggard attitude is one of the multiple challenges faced in PAM implementation.

However, vendors who have acquired a level of market acumen and innovate their offerings catered to address the
various demands of their customers implicated in these challenges have performed exceedingly better than the
masses.

This paper aims to explore how PAM helps healthcare services industry secure their digital assets effectively against
cyber threats.
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An Overview of PAM

Privileged accounts are valid credentials used to gain access to systems containing sacred, proprietary information.
Unlike non-privileged accounts, they also provide elevated access to the underlying platform normally restricted to
standard users.

INFLUENCE OF GOVERNMENT IN PAM IMPLEMENTATION

Industry expert Gartner predicts that by 2017, more stringent regulations will lead to a rise of 40% in fines and
penalties imposed by regulatory bodies. In addition, by 2018, 50% of organisations will use authentication methods
other than passwords for administrative access, up from 20% in 2015. On the other hand, limited regulatory
requirements in developing regions are slowing down the adoption of PAM in these regions. The influence of the
government is never one to be underestimated and is set to grow.

SUPPORT IN PARTNERS IN PAM IMPLEMENTATION

Partners of PAM vendors enable expertise from both parties to pool their offerings and meet greater customer needs
within a short period of time. This is increasingly becoming more relevant as the PAM market matures, existing PAM
customers are looking to more scalable solutions as the organisation expands and offer integration with help desks
and cloud support to increase productivity. Examples of partners include: resellers, distributors, managed service
providers and technology partners.
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What are the Challenges to Healthcare Services?

Healthcare industry are always under cyber threats. The scale of potential losses from data breach are high.
According to HIPAA journal, between 2009 and 2017 there have been 2,181 healthcare data breaches involving
more than 500 records. Those breaches have resulted in the theft/exposure of 176,709,305 healthcare records. That
equates to more than 50% of the population of the United States (54.25%). Healthcare data breaches are now being
reported at a rate of more than one per day.
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On top of that, the industry is also subject to overlapping compliance requirements enforced across the globe.
Responding to cyber threats can be tricky as well as a regulatory compliance complexity.

Healthcare is a business, but it is unlike most businesses. The industry’s “product” is the health of the patient.
Healthcare provider who supports them, have a duty to the well-being of the patient and also the patient’s right to
privacy. The fact that protecting patient confidentiality is the ultimate goal of IT security in healthcare, not just ticking
ecurity compliance boxes.

GHLY REGULATED COMPLIANCE REQUIREMENTS
lthcare industry has tight compliance regulations such as HIPAA-HITECH, GDPR/PDPA, ISO 27001 and
h of these compliance standards have its own security requirements and audit processes. For example, G
PDPA governing the data protection, may be similar but each has its own controls over the personal
althcare industry need to implement these controls and demonstrate to auditors that these are being follo
on-compliance shall incur hefty penalties.

IT OUTSOURCING

Due to increased competition, many healthcare institutions have outsourced their IT services to achieve
reduction and expertise. Employees of outsourced companies will thereby require privileged access to healthcare
systems. Threat actors can take advantage of an IT outsourcing company’s access to get over the boundary of the
healthcare companies.
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PRIVILEGED USERS ARE UNAVOIDABLE

For an attacker, privileged accounts are the main target as they provide the direct pathway to access the T
infrastructure-server, database, application, network and security devices and etc. While it can take few days for the
attackers to attack, it may take months or years to discover the breach and by then, it could have wreaked havoc on
your organisation’s data network.

NUMBER OF BREACH INCIDENTS BY TYPE
1,765 IN 2017

TOTAL BREACHES

FINANCIAL ACCESS
274 INCIDENTS (15%)

IDENTITY THEFT ACCOUNT ACCESS

?gg.gﬁz INCIDENTS 122 INCIDENTS (7%)
(i) EXISTENTIAL DATA
95 INCIDENTS (6%6)
NUISANCE

Source: BREACHLEVELINDEX.COM
January 2017 to December 2017

52 INCIDENTS (3%)

Privileged user is the center of all healthcare industry security and compliance. The larger the healthcare companies
the more complex the systems are, the more privileged user are required. They may be employees, external
contractors, remote users and etc. Hence, effective control over privileged users and full control of their activities are
essential for security.

FINANCIAL IMPACT
The increasing number of high profile data breaches such as WannaCry’s worldwide cyber-attack plastered on the
headlines have recently captured the attention of many organisations. Besides, 80% of these incidents are due to
privileged credentials but majority took over a week to detect implying huge financial losses involved. While many
might buy into the misconception of breaches affecting larger organisations, unfortunately, 61% of the incidents
occurred to companies under 1,000 employees.

ACING THE CYBER-ATTACK CHAIN

attackers would initially spend large amount of time researching a list of potential targets, gathering informat
ut the organisation’s structure, clients, etc. Next, they would start hunting for system admins where inte
works are compromised. When an employee or third-party accidentally installs malware, cyber perimeters
ached. The hacker then observes the system and uses their legitimate VPN login to look for their opening.
ckers gain a foothold by passing-the-hash, they execute lateral movement under the guise of authorised privil
sers. Privileged accounts are often targeted as they are the direct pathways to access highly-guarded infrastru
containing proprietary information. Examples of privileged accounts include system accounts, administ
accounts, shared accounts and service/application accounts. At last, the hacker would be able to obtain the ke
the crown jewels and locate desired data. The system is then compromised. However, such threats could have
brewed from within known as “Inside Threat” caused by inadvertent employee behavior.

KEY DRIVERS OF PAM

Besides the heightened cyber security threats and increasing sophistication of hackers and breach incidents, other
forces are also accelerating the implementation of PAM solutions such as regulatory compliance and productivity.
Regulatory bodies and auditors have recognised the role of insiders and compromised accounts and credentials in
security incidents, they have focused added attention on the controls and process organisations implement to
mitigate these risks. Failure to address these concerns can result in costly penalties and critical findings to remediate.
This is evident in the previous section on the role of the Government.
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How Silverlake MasterSAM helps

Established in 2004, Silverlake MasterSAM is an innovative Privileged Access Management Solution company
focused in helping organisations secure and manage privilege access from a complete lifecycle perspective. With a
trusted and proven track record, Silverlake MasterSAM empowers privileged access management to businesses
across the globe.

Privileged account & Session Management

Privilege escalation innovation

360 degrees surveillance engine

Flexible deployment options
Dynamic Granular access control

Compliance audit

reduce the attack surface to limit exposure of privilege accounts to insiders and external hackers, access
ileged accounts is brokered for human users, services and applications. These passwords and other sensi
dentials are vaulted securely and automatically with restricted access to the vault under Credential Protecti
nagement. Granular least privilege access control policy is enforced by promoting minimal access - sufficiel
orm his/her role. On the other hand, under Privileged Elevation and Delegation Management, administ
ivileges can be controlled and elevated on-demand based on the task at hand. Finally, to combat atta
isguised as authorised insiders, monitoring and compliance recording feature would be able to track anomali
privileged users’ behavior to indicate in-process attacks.

Meeting audit and compliance requirements are no longer complex with Silverlake MasterSAM’s PAM solution.
Healthcare can effectively deploy the PAM solution and with ease, meet audit and compliance requirements of the
regulations such as HIPAA-HITECH, GDPR/PDPA, ISO 27001, etc. through session management and password
management.
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' How Silverlake MasterSAM helps

The below is a look at HIPAA Security standards and how Silverlake MasterSAM helps to comply with all mandates.

Section Description Help to Comply
164.308(a)(1) Security Management Process Yes
164.308(a)(3) Workforce Security Yes
164.308(a)(4) Information Access Management Yes
164.308(a)(5) Security Awareness and Training Yes
164.308(a)(6) Security Incident Procedures Yes
164.312(a)(1) Access Control Yes
164.312(b) Audit Controls Yes
164.312(d) Person or Entity Authentication Yes
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Sample Use Cases

USE CASE 1: PRIVILEGE ACCESS

Objective — To control and restrict administrator access

How to do it:

Administrator login to Silverlake MasterSAM platform with daily privilege access. Whenever a higher privilege
credential is needed to perform specific task, administrator will go through approval request workflow to submit a

ticket. Upon request approved, administrator will be able to access system with higher rights going through
Silverlake MasterSAM.

USE CASE 2: PASSWORD RETRIEVAL

Objective — To safe keep and monitor password usage

How to do it:

All privileged account password will be check in and safe keep in Silverlake MasterSAM password vault. Whenever

a request is needed to release the password, requestor will need to submit for approval in order to retrieve password.
All the usage of the password will be log for audit purposes in Silverlake MasterSAM.

USE CASE 3: SURVEILLANCE, REVIEW AND ALERT

Objective - To record, playback, review and alert on user activities

How to do it:
All access sessions to target system through Silverlake MasterSAM can be recorded in text and video format.
Reviewer can playback user access sessions to check on activities being performed. With security policy in place,
officer will be alert when violating action happen.




